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Who 1s UCSF SOM Tech?

School of Medicine, Technology Services (@QUCSF_Tech)
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We are technology advocates.
Our broad technology expertise,
deep knowledge of the UCSF

ecosystem, and human-centered

approach help you take innovative
digital projects further, faster.
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How did this all start?

Demand

 Rising demand for cloud computing with PHI (multiple inquiries / month
and increasing)

Cost

« >$500k spend at UCSF / year on AWS

Security

 No visibility into existing accounts
* No controls vetting researchers using cloud infrastructure
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Governance Accelerated Path Forward

Enterprise Hybrid Cloud

Hybrid cloud hosting is a model that allows UCSF § In public clouds, cloud resources are owned and

to provision dedicated servers and storage and operated by a third-party cloud service provider and
shared cloud servers and storage on the same delivered over the Internet.
network. Departments are responsible for managing their own
UCSF IT will offer a cloud service catalog. public clouds.
. Business requirement to connect to UCSF | No business requirement to have persistent
network / systems, and/or connectivity to UCSF network / systems, and
. Department wants to leverage enterprise Department has resources and expertise to
security tools that will be integrated to the configure and operationally manage a secure
enterprise hybrid cloud infrastructure public cloud infrastructure
. Identify and commit to timeline, resource Department must document architecture
need, and tools (such as DirectConnect) design and correlate how cloud tools and
required configurations are used to meet HIPAA/CSA
. Funding for resources and tools security controls
. Define service lines available Department must draft IT Security Plan with @! nVI DIA
. Define roles and responsibilities for UCSF policies and procedures to operationally
IT vs. Department IT under this model manage the public cloud
. Other requirements may be defined as we Other requirements may be defined as we . H .
e et Cloud Computing Provides:
UCSF can better leverage existing enterprise Can get started now and provides department an
security tools and will have more visibility into our @ option to roll their own. ¢ Hardwa re Access
cloud infrastructure. Multiple deployments of public clouds will result in . .
Enterprise cloud service line allows departments inefficiency and added resource requirements with hd Hardwa re Optlonal |ty
and PlIs without cloud security expertise to each department deploying their own SIEM/ host
consume cloud services securely. based detection/ VPN services, etc. ° Compute FIeX|b| I |ty
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Compelling Research Use Cases

Four Early Use Cases:

1. Linux Research Computing (FAST and Pregnancy Ultrasound Research)
2. Containerized Computing (UCSB’s BisQue Platform, HPC Analog)
3. De-identified clinical data warehouse (Information Commons)

4. Specialized Clinical Applications (CDHI's Fax-2-Referral)
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Initial Team

= SOM Tech Data Security Compliance Manager
= SOM Tech Project Manager

= CDHI AWS Architect

= ClearScale Architect

= ClearScale DevOps Engineers

= UCSF Enterprise:
- IT Security
- Privacy

m

N
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Compliance

Cloud Security Alliance Cloud Controls Matrix

- ~130 cloud specific security controls mapped to industry security standards /
regulations such as ISO 27001/27002, NIST, and HIPAA

- Mapped each control to an operational procedure
- Incorporated as technical design requirements

UCOP IS-3 Electronic Information Security

- Drafted IT Security Plan for environment

UCSF Policy 650-16 (Minimum Security Standards)

- Standards pushed into technical design
UCOP-AWS Business Associate Agreement (BAA)
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Compliance Documentation

= |T Security Plan /@\

= 12 procedures

1. Risk Management 7. Change Management

2. Information Access Management 8. Logging and Monitoring

3. Systems Inventory, Data 9. Business Continuity & Disaster
Management & Retention Recovery

4. Configuration Management 10. Incident Response

5. Encryption & Key Management 11. Security Awareness and Training

6. Vulnerability Scanning & 12. Physical Security

Management
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Sprinting Toward Actual Operations

| Nov | Dec | Jan | Feb | Mar__ | Apr__

Compliance Requirements Defined
Base CDHI Cloud Infra Done

Envelope Phase 2 >

- CDHI + SOM Tech + ClearScale
ClearScale
Il coHi Strategic FundsI
I sOM Tech + CDHI for v1.0+ _

approved
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Architecture
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VPN and Web Connectivity

Goal:

Single point of entry, RBAC, auditable and
extremely secure, layers of additional -
web-related security - —

) ;:-E‘,!VPN Aoct AWS Accaunt (7)

Current Challenges:

OpenVPN is not the enterprise choice

I 140147186978 (security)

Security (host posture checking, dip) not used

AWS services Helpful tips

Route53 used with cdhi.cloud right now "L By

Nginx Reverse Proxy != MyAccess SSO

F

Build a solution
e Explore AWS
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Compliance/Security Tooling

Goal:

Sophisticated tools to ensure auditability s
and active monitoring of cloud deployment

G Security Monkey ~ Dashboard  Search  Repors~  Settings

Signed in as pavan@cdhicioud ~

‘ iha i Services -  Resource Groups ~ % [l AWSReservedSSO_Administrat.. +  Oregon ~  Support -
ol e GuardDuty Current findings & snowing 31 01 31 (DD @
Current Challenges: = s |
inding: 4 Actions Saved filters

Services v Resource Groups ~ AWSReservedSSO_Administ.. +

Tools lack enterprise bells and whistles

Latest Events vi s you identity potential security Issues. Leam more.
. . . 25 10 Xe - Yo D0 s \
Alerting is not effectively enabled P A A L N, Jent Runs (Last 10)

L EEREE R AR R R i s
Better tools may exist within UCSF i R~ i =e?

Dome9 is still experimental within our platform .

5 Project 3 Account £5 Infocommons1 £ Operations Account |- 2018-02. Analysis

Jarmie Sec Plan Review Jamin Sec Plan Review Jarmie Sec Plan Aeview WAZRUIBIEMER . e

— — |
|-200802 orompteamMTyy  ATEES
91.43% 91.43% | compiata
Pitine 02/12/2018 (GMT-7)  Canceled
(=] c

|10.201,1.231%

1 pccoures v O userswanimine O v sers s [Tmats, e
enforced Password Policy 1AM Polices applied while unused for 90 days
 more IssuteansTION 0

11 53 Buctets without 0 53 Buckets are pubticly
ogging enable accessible
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Data Management

Goals:

Extremely segmented, manual distribution
of secure data

Current Challenges:
Integration with enterprise data stores not used
Data availability not guaranteed

Vanilla data stores being used

Amazon RDS

* Amazon S3

Q  Search for buckets

+ Create bucket

Bucket name

© 741666058238-aw:

& ucsf-cdhi-pi-data-

& ucst-cdhi-p2-data-

& ucsf-cdhi-p3-data-

%

O\ acie

§ ALERTS

%) DASHBOARD

@ users

RESEARCH

Categories

X Discover the new console

.....

¥ Quick tips

..........
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Account, User, & Billing Management

Goal:

Centrally managed, centrally organized
account and billing structure requiring
minimal direct maintenance

Current Challenges:
IAM + Organizations Policies can be improved
No multi-factor authentication available
Another set of credentials required for users

Manual validation of all active users required

© Root

+ Operations OU

+ Access QU
+ DataOU
+ Security OU

+ Project OU

@ AWS Organization JYSespasspsmse——"

Bills

o

Date: April 2018 -

Estimated Total
Credits
~ Credits

Servios, Aelational Dat

‘Service, CloudTral - Note: §2,107.90 of o

ice I Issued.

[T Y e Your imvicad toal wil bo displayed once.an

Billdotails by sorvice Bl dotails by account

have been applied across products on your bil

& Download CSV & Print

$9.62

. Data Transfos, Clouchatoh, Routn 53, Simple Storage Sorvice, Elasticsearch

Details By Acco

» access

» data Email 1 Confirmed Atl]  Login Lost Login Atl]  Current tlogin Lastlogin  Currentlogin Daily Change Active  Role

+ maskor count It At wlt it Emailll  Reportsif U1

+ operations paven@cdnicioud 20180416 20180417 102011231 102011231 “Admin
o 09:268:05.076 04:44:30.736

» project

] Active Directory Users and
File Action View Help
LE AE):c(N=11=
[ Active Directory Users and (

| Saved Queries
v #4 ad.cdhicloud

v &l ad
A

&1 Computers 48 Data Admin

5 Users 2, join domain
51 AWS Delegated Groups || & LDAP Bind
31 AWS Reserved £ Operations Admin
| Buitin 2, Pavan Gupta
° Computers 8, Project] Admin

21 Domain Controllers || B4 Project? Admin

Security Group - Global
User
User
Security Group - Global
User
Security Group - Global
Security Group - Global

| ForeignSecurityPrincipal|| BR/Project3 Admin

Security Group - Global

Managed Service Accou | & Security Admin
Users &, Tikhen Kelomytsin
&, vitaliy Krasovskiy

Security Group - Global
User
User
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Operations/Change/Config Management

Goals:

Centrally managed, integrated change and
config management strategy
Current Challenges:
ServiceNow integration not available
JIRA + Confluence not the best CM option
Only one baseline image available
Match enterprise configuration management tools

Terraform/Packer/Docker/Ansible are not simple

Kanban board

i Progress

Pull requests Issues Marketplace Explore

© UCSFCDHI / cdhi-infra rrivate © Unwatch ~

<> Code Issues 2 Pull requests 0 Projects 0 wiki Insights Settings
No description, website, or topics provided.
Add topics
D 235 commits ¥ 3 branches © 0 releases

Branch: master»  New pull request Create new file  Upload files
W pavgup sprucing up a repo Latest
i ansible comment g role in the ng| playbook (doe.

i docker adding a README to the docker folder

i packer added SSL certs for nginx (for encrypt traffic between ELE and nginx .

i terraform made minor fixes in the nginx-reverse-proxy terraform template (added

gitignere

readme.md

readme.md

®star 0 Yrok 0

Edit

48 4 contributors
——

"Vl Cione or download =
commit 16a48c3 11 seconds ago

E o
& days ago
P

7 days ago

5 days ago
amonth ago

11 seconds ago
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avan | Sigy

Real User Experience E

1. pavan@ip-10-201-8-139: ~ (ssh) ‘

AWS Account (7)
Welcome to Ubuntu 16.04.4 LTS (GNU;

* Documentation: help.ubuntu.com P 140147186978 (security) -
* Management: tps://landscape.canonical.com
* Support: ntu.com/advantage AdministratorAccess Management console | Command line or programmatic access
Get cloud support with Ubuntu Advantage Cloud Gues

http://www.ubuntu. cor ¢ /ice ¢ 263943150303 (project3) >
11 packages can be updated. J 384144303322 (access) “
@ updates are security updates.

AdministratorAccess Management console | Command line or programmatic access

*#k* System restart required ***
Last login: Fri Apr 27 18:49:05 2018 from 10.201.1.231 J 735810906445 (project1) "
To run a command as administrator (user "root"), use "sudo <command>".

See "man sudo_root" for details. AdministratorAccess Management console | Command line or programmatic access

pavan@ip-10-201-8-139 il

y) 741666058238 (data) ~
AdministratorAccess Management console | Command line or programmatic access
@ 755560526803 (project2) >
») 879064210775 (operations) ~
AdministratorAccess Management console | Command line or programmatic access
Terms of Use Powered by aws
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Sprinting Toward Actual Operations

| Nov | Dec | Jan | Feb | Mar__ | Apr__

Compliance Requirements Defined
Base CDHI Cloud Infra Done

Envelope Phase 2 >

- CDHI + SOM Tech + ClearScale
ClearScale
Il coHi Strategic FundsI
I sOM Tech + CDHI for v1.0+ _

approved
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Ops, Ops, Ops and More Ops

m CA.COM/CLOUD-MONITORING

ALL | KNow 15 '
: THE BoSS SAID WE
———— HAD To MoNIToR H
E::D THE CLoub.

M

© D.Fletcher for CloudTweaks.com
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Operations — Technology

e N ..
erratorm . € Jira Software
= P acC ke r HashiCorp
. Ansible Packer
= GitHub

= Jenkins Pipelines
= ServiceNow
= Jira
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Operations — Procedures and Support

= Compliance Tasks
- Dome9 Review
- AD Review
- Network Review
- Privileged account use
- Inspector Reviews
- Encryption
- And more...

Operations Tasks

AMI Builds
Resource Tagging
Remediation
Provisioning

|laC Tech Debt
Billing

And more...
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Operations — Tech Debt Management

- New features

= Agile Project
AGI I."E? - Migrate infrastructure
£ o,y : :
‘4 S5 - New automation pieces
= DevOps Team

- .5 FTE for Operations

- 1.5 FTE for Tech Debt and
Remediation
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Operations — Procedures and Team

= Change Management

- Testing
- Code Review
- Peer Review

= SCM

Pull Requests
Protected Branches
Git flow
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Operations — Challenges for SOM Tech

ONEDOES'NOT SIMPLY,




Operations — Challenges for SOM Tech

= New technologies with steep learning curve
= New development life cycle
= Automation

= laC vs direct configuration

= Scalability and Enterprise IT
= Handoff
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Strategically L.ooking Forward

= Scalability

1. Operations and Security efficiency
WHAT ARE. YOU LIORKING ON?

2. Enterprise integrations TRYING TO Fix THE. PROBLEMS T
CREATED WHEN I TRED To Fix
3. Billing THE PROBLEMS I CREATED \JHEN

LTRED O FiX THE. PROBLEMS
T CREATED WHEN...

/

TN

4. Training
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Strategically L.ooking Forward

= Enabling Research

1. 30+ projects waiting for access, 90% research related

2. Containerized computing wit YOU GET A CLOUD,
3. Serverless computing ~ANDYOUGETA GLOUD
4

Advice and consulting —
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