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Patient Consent and Written 
Authorization Forms: 
Redundant in the world of  OAuth2?



Who is SOM Tech?
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We are technology advocates. 
Our broad technology expertise, 
deep knowledge of the UCSF 
ecosystem, and human-centered 
approach help you take innovative 
digital projects further, faster.



Agenda

• Use case for downloading / sharing PHI

• Requirement for capturing Patient Consent

• Current approach

• Alternate approach using Oauth

• Questions/Comments



• Paul: VA beneficiary living in Alaska. 

• Not a lot of specialists at his local VA facility for him to see

• Frequently gets referred to local civilian specialists outside of VA



• Would like PHI generated by specialist shared with his VA providers 

• Need to transfer information from specialist system to VA system





Paul Q.



.. but wait, didn’t 
Apple just 
announce.. ?



• Paul wants to use an app on his 
phone to maintain records from all of 
his providers in one place.

• Paul would like to direct relevant 
EMR data to be transferred from the 
specialist's system (the Source EMR) 
to the VA's EMR (the Target EMR)





But legally, is it okay to send PHI to a patient-
owned mobile app?



Individuals’ Right under HIPAA to Access their 
Health Information 45 CFR § 164.524
• The Privacy Rule generally requires HIPAA covered entities (health 

plans and most health care providers) to provide individuals, upon 
request, with access to the protected health information (PHI) 

• This includes the right to inspect or obtain a copy, or both, of the PHI, 
as well as to direct the covered entity to transmit a copy to a 
designated person or entity of the individual’s choice

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html



Individuals’ Right under HIPAA to Access their 
Health Information 45 CFR § 164.524
• A covered entity may require individuals to request access in writing, 

provided the covered entity informs individuals of this requirement.

• The Privacy Rule requires a covered entity to take reasonable steps to 
verify the identity of an individual making a request for access. The 
Rule does not mandate any particular form of verification (such as 
obtaining a copy of a driver’s license), but rather generally leaves the 
type and manner of the verification to the discretion and professional 
judgment of the covered entity

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html



So, even if Paul 
wants to do this..



He may still need to fill out this form!



There has to be a better way..

.. enter OAuth



OAuth Primer –verify identify with trusted third party



Spotify

Spotify

OAuth Primer – Log into 3rd party authentication server



OAuth Primer – Specify information to share

Spotify

Spotify



OAuth 
with FHIR 
is no 
different



Why not use OAuth Challenge Screen to 
capture Patient Consent?



Suggested Approach

• Identify Authentication Server(s) to verify Patient Identify (e.g. 
Patient Portal)

• Configure Authorization Server to present OAuth Challenge 
screen that resembles Patient Consent form
• Present simple options

• Share Nothing (Default)
• Share All PHI
• Share PHI Not Marked “Restricted”

• Involve Data Privacy and Governance group

• Standardize across digital health apps integrated with your EHR



For Paul to use an 
app to download 
PHI from 
Specialist’s EHR 
(or direct transfer 
of PHI to a 3rd

party) ..



My Patient Portal

My Patient Portal

Verify 
identity 
against 
Specialist’s 
patient 
portal

My Patient Portal

My Patient Portal



Specify which PHI to share with App

Paul Q
Specialist EHR

My Mobile APP

No PHI
All PHI
All PHI Not Marked “Restricted”

Specialist EHR

Paul Q



Look Similar?



Paul can then 
download PHI to 
mobile app, and 
view/share as 
desired



Questions/Comments?

Sandeep Giri

sandeep.giri@ucsf.edu


