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Who is SOM Tech?

We are technology advocates.

Our broad technology expertise,
deep knowledge of the UCSF
ecosystem, and human-centered
approach help you take innovative
digital projects further, faster.
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Agenda

* Use case for downloading / sharing PHI

* Requirement for capturing Patient Consent
e Current approach

* Alternate approach using Oauth

* Questions/Comments



* Paul: VA beneficiary living in Alaska.
* Not a lot of specialists at his local VA facility for him to see

* Frequently gets referred to local civilian specialists outside of VA




* Would like PHI generated by specialist shared with his VA providers

* Need to transfer information from specialist system to VA system




What records do you want? (Check appropriate boxes below):

Date(s) of Service: through

Discharge Summary Emergency Room Records Operative/Procedure Reports Billing Records

[JTest Results (X-Rays, Lab/Pathology Results) Please specify:

Other (Immunization Records, Medication Lists) Please specify:

How would you like your records delivered?

Paper
DHome Delivery
[Jin-Person Pickup
Electronic (Email, USB. CD, Portal. Other) Please specify:

Where do you want the information sent? (Fill in boxes below):
ORGANIZATION NAME should provide my records to: [ ]Self [] Personal Representative (indicated below)

Recipient Name: Recipient Phone:

Recipient Fax:

Recipient Mailing Address: Recipient E-mail (if applicable):

T™ » 2 y » 2 b 1



This CD contains
the personal health records of:

« Insert into the inner ring of the CD drive.
If Mac user, CD must be opened manually.

MEDICAL RECORD
co.com

Safely Control Your
Health Records!
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Health Records

Q Search

All Records
Allergies
Clinical Vitals
Conditions
Immunizations
Lab Results
Medications

Procedures

SOURCES

Penick Medical Center
My Patient Portal

Widell Hospital
Patient Chart Pro
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Health Data Sources Medical ID

.. but wait, didn’t
Apple just
announce.. ?
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< Health Records All Records

January 4th, 2018
Penick Medical Center

Q. Allergies

Peanut Allergy
Recorded

Albuterol HFA 90mcg
Ordered

Influenza
Recorded

HDL cholesterol
Recorded

53.5mg/dL

G
50 60




* Paul wants to use an app on his
phone to maintain records from all of

his providers in one place.

e Paul would like to direct relevant
EMR data to be transferred from the
specialist's system (the Source EMR)
to the VA's EMR (the Target EMR)




OMadiban he

FHIR | A Standard Way to Access Data in EHR
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EHR Platform Data (Read/Write)

&2 RESTHI APl - How to access

Fast Health
| nterope rab|||ty Re sources [%j Clinical and administrative data definitions
(FH 'R) G% FHIR Profiles - How much of spec is supported



But legally, is it okay to send PHI to a patient-
ownhed mobile app?



ndividuals” Right under HIPAA to Access their
Health Information 45 CFR § 164.524

* The Privacy Rule generally requires HIPAA covered entities (health
plans and most health care providers) to provide individuals, upon
request, with access to the protected health information (PHI)

* This includes the right to inspect or obtain a copy, or both, of the PHI,
as well as to direct the covered entity to transmit a copy to a
designated person or entity of the individual’s choice

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html



ndividua

s’ Right under

Health Information 45 C

IPAA to Access their

R §164.524

* A covered entity may require individuals to request access in writing,
provided the covered entity informs individuals of this requirement.

* The Privacy Rule requires a covered entity to take reasonable steps to
verify the identity of an individual making a request for access. The
Rule does not mandate any particular form of verification (such as
obtaining a copy of a driver’s license), but rather generally leaves the
type and manner of the verification to the discretion and professional

judgment of the covered entity

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
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So, even if Paul

wants to do this..
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What records do you want? (Check appropriate boxes below):

Date(s) of Service: / / through / /

Discharge Summary Emergency Room Records Operative/Procedure Reports Billing Records

Test Results (X-Rays, Lab/Pathology Results) Please specify:

Other (Immunization Records, Medication Lists) Please specify:

How would you like your records delivered?

Paper
DHome Delivery
DIn-Person Pickup
Electronic (Email, USB. CD, Portal. Other) Please specify:

He may still need to fill out this form!

Where do you want the information sent? (Fill in boxes below):
ORGANIZATION NAME  should provide my records to: [ ]Self [] Personal Representative (indicated below)

Recipient Name: Recipient Phone:

Recipient Fax:

Recipient Mailing Address: Recipient E-mail (if applicable):
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There has to be a better way..

.. enter OAuth



OAuth Primer —verify identify with trusted third party

e Spotify

[C] I agree to the Spotify terms & conditions and Privacy Policy.

or
Sign up with your email address

What should we call you?




OAuth Primer — Log into 3™ party authentication server

e Facebook

()
& https://www.facebook.com/login.php?skip_api_login=1&api_k...
f Facebook

Log in to use your Facebook account with Spotify

Email or Phone:
Password:

[] Keep me logged in to  Spotify

Forgot your password?

Sign up for Facebook




OAuth Primer — Specity information to share

w Request for Permission - Mozilla Firefox _5|Lr

Spotify 2 iz requesting perrmission ko do the Following:
. Access my basic information

Includes name, profile picture, gender, networks, user ID, lisk of
friends, and any other information I've shared with everyone,

" Post to my Wall

* OAUTH And Popup Example may post skatus messages, nokes

phaotos, and videos ko my Wall

" | Access posts in my News Feed

Feport App

Logged in as Betamax vhs (Mok You?) m Don't Allow

Daone




OAuth
with FHIR

IS NO
different

OAuth2: “two-legged
auth” /A FHIR

5 -
D D D - iy
L = / Authorize
\ + (client secret)
\ )
Data Holder _ App

EHR, Hospital, Clinic, Get /ehr/data Decision Support,
Lab, Insurer, etc. Visualization, eRx, etc.

£ 14 HLT & il ean ation 2l Licensed under Creadve Comem ans. HLT & Heall h Levwel Seven are regisiensd rademaris of Healh Levwed Sewan bnieanational Reg. ULS. Tl Difice.




Why not use OAuth Challenge Screen to
capture Patient Consent?



Suggested Approach

* |dentify Authentication Server(s) to verify Patient Identify (e.g.
Patient Portal)

* Configure Authorization Server to present OAuth Challenge
screen that resembles Patient Consent form
* Present simple options
e Share Nothing (Default)

e Share All PHI
 Share PHI Not Marked “Restricted”

* Involve Data Privacy and Governance group

e Standardize across digital health apps integrated with your EHR



For Paul to use an
app to download
PHI from
Specialist’s EHR
(or direct transfer
of PHI to a 3™

party) ..
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Verify
identity
against

Specialist’s
patient
portal

My Patient Portal

Sign in to My Patient Portal to
continue

Enter your User name and Passward and
sign into My Patient Portal antinue,

User namea
Passwaord

1 |
KN

Trouble Signing In?

new Te My Patient Portal v an arcnunt

Online Services/Web confidentiality agreament




Specify which PHI to share with App

Authorization Needed

I, Paul Q (Not you? Sign out) request that |, as the authorized representative, am allowing
Specialist EHR | share the following health access to the records of:
information with My Mobile APP N O PaulQ (Self, 37)

| Specialist EHR ~will share this information
until | log out:

Expecting different people?

No PHI
[_1All PHI
[ 1All PHI Not Marked “Restricted” " Please email me a copy of this authorization.

Clicking Deny will not impact treatment, payments for
treatment, enroliment, or eligibility for benefits at FHIR Play

Millennium.




What records do you want? (Check appropriate boxes below):

Date(s) of Service: / / through

Discharge Summary Emergency Room Records Operative/Procedure Reports Billing Records

Test Results (X-Rays. Lab/Pathology Results) Please specify:

Other (Immunization Records, Medication Lists) Please specify:

How would you like your records delivered?

Paper
DHome Delivery
DIn-Person Pickup
Electronic (Email, USB. CD, Portal. Other) Please specify:

Look Similar?

Where do you want the information sent? (Fill in boxes below):
ORGANIZATION NAME  should provide my records to: [ ]Self [] Personal Representative (indicated below)

Recipient Name: Recipient Phone:

Recipient Fax:

Recipient Mailing Address: Recipient E-mail (if applicable):
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Paul can then
download PHI to
mobile app, and
view/share as
desired
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Questions/Comments?

Sandeep Giri
sandeep.giri@ucsf.edu



